2026 Regional Cybersecurity
Workshop:

THE UNIFIED JUDICIAL SYSTEM OF PENNSYLVANIA



Agenda

* Access to Content Site

e (Content Site Resources

* SLTT Helpful Resource Providers
e Other Helpful Potential Resources

* Question and Answer Session
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ccess to Content Site
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Court Security Workshops

COOP and DR Planning Tabletop Exercise (TTX) Packages

NCSC - Cybersecurity & DR Workshop Workbook CTC - Ransomware Attack
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NCSC - Cybersecurity & DR Templates CTC - DDOS Attack

NCSC - COOP Planning Guide and Template CISA - Ransomware
JTC - Cybersecurity Incident Planning and Response for Courts CISA - Local Governments

CISA - Insider Threat

FEMA - Continuity Plan Template and Instructions

CISA - Executives & Senior Leadership

B
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CISA - Emergency Services

3
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CISA - Cybersecurity TTX Tips

[

JTC - Cybersecurity Basics for Courts

CTC - Cyber Security

AOPC - County Support Guidance Package Legend

NCSC - National Center for State Courts

JTC - Joint Technology Committee

FEMA - Federal Emergency Management Agency

CTC - Court Technology Conference

AOPC - Administrative Office of Pennsylvania Courts
CISA - Cybersecurity and Infrastructure Security Agency
COOP - Continuity Of Operations

DR - Disaster Recovery

© 2026 - United Judicial System of Pennsylvania

https://2026cyber.pacourts.us/
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Content Site Resources

* Resource Collections
* COOP and DR Planning
* Guidance Documents
* Tabletop Exercise (TTX) Packages
*  Workshop Presentations

* Defining the Acronyms
* NCSC - National Center for State Courts
* JTC-Joint Technology Committee
* FEMA - Federal Emergency Management Agency
* CTC -Court Technology Conference
*  AOPC - Administrative Office of Pennsylvania Courts
* CISA-Cybersecurity and Infrastructure Security Agency
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COOP and DR Planning
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NCSC - Cybersecurity & DR Workshop Workbook
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NCSC - Cybersecurity & DR Templates
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NCSC - COOP Planning Guide and Template
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JTC - Cybersecurity Incident Planning and Response for Courts

-
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FEMA - Continuity Plan Template and Instructions
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COOP and DR Planning

* Repository for COOP and DR planning workbooks and
templates

* Standardized templates for continuity plans, recovery
procedures, and incident response

* Fillable workbooks to guide entities through plan
development and updates

* One size does notfill all, so pick and choose which may apply
best to your situation
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Guidance Documents

 “JTC - Cybersecurity Basics for Courts” is a Joint Technology
Committee Resource Bulletin on how courts can develop a

sound cybersecurity program and improve cyber resilience
Guidance Documents

e “CTC-Cyber Security” is a slide deck from the latest Court
Technology Conference presented by the Superior Court of
CTC - Cyber Security Los Angeles County on their cybersecurity program journey

ET

JTC - Cybersecurity Basics for Courts
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AGPG - County Suppart Guidance Package «  “AOPC - County Support Guidance Package” is an AOPC-

produced all encompassing document regarding
cybersecurity best practices, resources, publications, and
more crafted specifically for Pennsylvania local entities
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Tabletop Exercise (TTX) Packages
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CTC - Ransomware Attack
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CTC - DDOS Attack

CISA - Ransomware

CISA - Local Governments

CISA - Insider Threat

CISA - Executives & Senior Leadership

CISA - Emergency Services
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CISA - Cybersecurity TTX Tips
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Tabletop Exercise (TTX)
Packages

* Collection of TTX packages from various providers

 Manytemplates can be edited to fit the need of the desired
situation or entity

 TTXexercises do not need to be full productions and can be
scaled down, depending on the need and audience

* Be sureto print copies of both the TTX package and
respective Incident Response Plan when conducting an
exercise




SLTT Helpful Resource Providers

* Cybersecurity and Infrastructure Security Agency (CISA)
* Home Page | CISA

* Center for Internet Security (CIS) / Multi-State Information Sharing and Analysis Center (MS-ISAC)
* (IS Center for Internet Security
* MS-ISAC

* National Center for State Courts (NCSC)
* Driving innovation in justice | National Center for State Courts

* Court cybersecurity | National Center for State Courts

*  County Commissioners Association of Pennsylvania (CCAP)
* CCAP-Home

* National Association of Counties (NACo)
e National Association of Counties
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https://www.cisa.gov/
https://www.cisa.gov/
https://www.cisecurity.org/
https://www.cisecurity.org/
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/ms-isac
https://www.cisecurity.org/ms-isac
https://www.ncsc.org/
https://www.ncsc.org/
https://www.ncsc.org/resources-courts/technology/court-cybersecurity
https://www.ncsc.org/resources-courts/technology/court-cybersecurity
https://www.pacounties.org/
https://www.pacounties.org/
https://www.pacounties.org/
https://www.pacounties.org/
https://www.naco.org/
https://www.naco.org/

Other Potential Helpful Resources

* National Institute of Standards and Technology (NIST)
* National Institute of Standards and Technology

*  Open Worldwide Application Security Project (OWASP)
* OWASP Foundation, the Open Source Foundation for Application Security | OWASP Foundation

* National Cybersecurity Alliance (NCA)
* National Cybersecurity Alliance

* SANS Institute
* Cybersecurity Training, Degrees and Resources | SANS Institute

* National Cyber Security Centre (NCSC)
* The National Cyber Security Centre | National Cyber Security Centre - NCSC.GOV.UK
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https://www.nist.gov/
https://www.nist.gov/
https://owasp.org/
https://owasp.org/
https://www.staysafeonline.org/
https://www.staysafeonline.org/
https://www.sans.org/
https://www.sans.org/
https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
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https://2026cyber.pacourts.us/

Question and Answer Session
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